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Head of Department Message

On behalf of thedepartment of Information Technology (IT) facu
members and staff, | would like to welcome youialb the guide of IT
department at University dfabul. The aim of this guide is to introdu
the IT department, the plans and the courses ¥iges, the scientific
researches and the research projects, as welleasctantific and othe
activities in the department. | hope that the gued be used to highligt
the scientific, research development of the IT d@pant, and contribut
to the univergy's efforts towards excellence and universalithe
department of IT offers a Bachelor of IT prog (male students onl
currently), which is based on the quality plan acddemic accreditatio
Therefore, all the specialization subjects in thepattmnt teach the
English language, the department includes also nfacylty member.
who have experience and competence, which condsbub the
achievement of the department to see it and iteatibps. With bes
wishes to all students with success in sng our Saudi nation.
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Department of Information Technology

https://www.ut.edu.sa/en/web/departmer-of-information- technology

Establishment

The Department adihformation Technology was established along wiitd $tart of FCI1
in 2008, and the students are being admitted tgtbgram of Information Technolog
since 2009The department aims to graduate qualified IT psitesls. The departme
devotes its efirts to meet the scientific and educational chgksn and is able to co
with the rapid development of the field of infornoat technology to provide the late
technical knowledge to its students.

Vision

The IT Department aspires to maintain regicy leading and internationally recogniz
reputation in the areas of information technologlye program will produce success
and productive information technology professiol

IT ProgramMission

The Information Technology Program is committedprovide quality education th
contributes in lifelong learning and professionavelopment for graduates; and
participate in both scientific research and comrnyuservices

IT Program Educational Objectives (PEOs
Upon completion of the IT Programraduates will be able
PEOL: Exhibit a solid foundation in information technolognd basic scienct
PEO2: Excel as an IT professional with potential knowledmd skills to appl
IT solutions.
PEOS3: Exhibit communication, professionalism, team wdeadership skills, an
ethical and responsible behav
PEOA4: Pursue lifelong learning and career developr

Student Outcomes
The IT Program has adopted the followir-n student outcomes as prescribed in AE
Criteria for Accrediting Computing Progris:
a. An ability to apply knowledge of computing and netiatics appropriate to tl
discipline.
b. An ability to analyze a problem, and identify anefide the computin
requirements appropriate to its solut
c. An ability to design, implement and evaluatcomputerbased system, proce:
component, or program to meet desired n
d. An ability to function effectively on teams to aceplish a common gao.
e. An understanding of professional, ethical, legalcusity and social issues a
responsibilities.
f. An ability to communicate effectively with a range of aamiie.
g. An ability to analyze the local and global impaétcomputing on individuals
organizations, and society.
h. Recognition of the need for and an ability to erggag continuing profession
development.
i. An ability to use current techniques, skills, andl$ necessary for computil
practice.
j-An ability to use and apply current technical cqutseand practices in the cc
information technologies.




k. An ability to identify and analyze user needs alatttem into account in the
selection, creation, evaluation and administraiboompute-based systems.

[.  An ability to effectively integrate l-based solutions into the user environment

m. An understanding of best practices and standamdishesir applicatior

An ability to assist in the creation of an effeetproject plar

>

Career Opportunities
- Software designer;
- IT specialist;
- Multimedia designer
- Web sites designers and administra
- Information System Analystlesigner and programn;
- Database administrator;
- Networking administrator;
- Networking security designer, and administre
- Information system securigyesigner, and engineer;
- Programming languages and IT train

Department Committee

Committee for Curriculum and Study Plan

The mission of the Curriculum Committee is to prepand develop programs a
study plans and review the characterization of dheicula, their objectives, the
vocabulary and references, and then periodicalpluate them to keep abreast
developmats in the field of computer and information teclogy. And continuou:
coordination with the College Quality Committeeidentify the relevant requiremer
and models as well as the outputs, methods of teg@nd evaluation and determi
their compatibity with the outputs of the learning outcon. The Committee sha
have the following functions:

- Preparation and development of study plans for eoad programs in Arabi
and English versions in accordance with the stalsdaf the curriculum un
and he university plans, the models specified in thecpedural guide to tF
programs and the academic plans of the univerghg, standards ar
requirements of the ABET and the general guidelioesACM / IEEE Taking
into account the views of faculty mems, students, graduates, the la
market and the community.

- Continuous coordination with the curriculum comesttand the curriculu
unit at the college and univers.

- Determine the joint courses between the variougrpras within the colleg
(college equirements) based on the recommendations of thecids of the
scientific departments.
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- Review, develop and study the coding, content dradacterization of courst
and prerequisites and the extent to which it isgatible expected educatior
outcomes and with the objectives and vision of the deparitm college an
university.

- Review, develop and study the compatibility aharmony between tt
curriculumand methods of teaching and evaluation with theeetgal output
of education and with the objives and vision of the department, college
university.

- Periodic review of the appropriateness of the kieolge and skills acquired |
the student during his studies in the departmett tie requirements of tt
labor market.

- Determine the departmentdective courses and submit recommendatior
the department scientific cour.

Organizational Structure

Department Head

department

council

Department

committees

Committee for
Curriculum and

Study Plan
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Research activitie:

In keeping with the vision and mission of the Facuaf Computers and Informatic
Technology, the InformationTechnology Department supports and encour
department members to pursuarinnovative scientific research that covering m
areas of research related to Information Techn.Over the past three years, -
faculty members have publied many scientc papers inpeer reviewed scientifi
journals, and have also participated in many rebeactivities, conferences a
workshops related to the following research a

- Atrtificial Intelligence

- Pattern Recognition;

- E- learning;

- Mobile Applications;

- Software engineerin

- Natural Language Processi
- Networking security;

- Health Information Systen

Requirements for Cbtaining a Bachelor's Degree in Information
Technology

To obtain a Bachelor's dyree in Information Technology from formation
Technology Departmenthe student must complete (139) study hours lasifs:

# Requirements Credit Hours

1 | The Courses Required by the Univer 20

2 | The Courses Required by the Coll 25

3 | The Courses Required by IT Progi 82

4 | Elective Courses for IT Progre 12
Total 139
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The Courses Required by the University (20 Credit ldurs)

Code Name Lec | Lab [ Tut CH Prerequisite
ISLS 101 Islamic Culture(1) 2 0 0 2 N/A
ARB 101 | Arabic Language Skills 2 0 0 2 N/A
ISLS 201 Islamic Culture (2) 2 0 0 2 |ISLS 101
0 ARA
ARB 201 Arabic Writing Skills 2 0 2 B 101
ISLS 301 Islamic Culture (3) 2 0 0 2 |ISLS 201
ISLS 401 Islamic Culture (4) 2 0 0 2 |ISLS 301
CSC 001 Computer Skills & Applications 4 0 0 3 N/A
LTS 001 Learning Thinking & Research Skills 4 0 0 3 N/A
COM 0
M 001 Communication Skills 2 0 2 N/A
20
The Courses Required by the College (25 Credit Hos)
Code Name Lec | Lab [ Tut CH Prerequisite
MATH | 100 Mathematics (1) 3 0 2 3 N/A
PHYS | 101 | General Physics 3 0 0 3 N/A
ELS 001 English Language Skills (1 15 0 0 5 N/A
ELS 002 English Language Skills (2 15 0 0 5 ELS 001
BIO 101 General Biology 3 0 0 3 N/A
CHEM | 101 General Chemistry 3 0 0 3 N/A
MATH | 101 | Mathematics (2) 3 0 2 3 | MATH 100
25
The Courses Required by IT Program (82 Credit Hour)
Code Name Lec | Lab | Tut CH Prerequisite
PHYS | 281 General Physics Lab 0 2 0 1 PHYS 101
CsC 101 Computer Programming (1) 3 2 0 CsC 001
Fundamental of Integral 2 MAT
MATH | 200 Calculus 4 0 4 H 101
2 MAT
STAT 201 General Statistics 4 0 4 H 10C
ELS 210 English for Computer Students 3 0 0 3 ELS 10z
CsC 102 Computer Programming (2) 3 2 2 4 | CSC 101
CsC 109 Computer Ethics 1 0 0 1 CsC 001
Fundamentals of Information
CIT 200 Technology 3 0 0 3 |CsC 001
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Code Name Lec | Lab | Tut CH Prerequisite
Computer Organization and
CsC 210 | Assembly Language 3 2 0 4 | CSC 101
Programming
CSC 220 Data Structures and Algorithms 3 0 2 3 CSC 10z
CSC 221 Software Engineering 3 0 2 3 CSC 22(
CIT 230 Internet and Web Technolog) 2 2 0 3 CSC 10z
CIT 20C
CIT 240 E-Commerce 3 0 0 3 cIT 53C
2 MAT
MATH | 251 Discrete Structures 3 0 3 H 101
ELS 301 Technical Writing 3 0 0 3 ELS 21(
CSC 301 Visual Programming 2 2 0 3 CSC 10z
STAT 311 Probability Theory 3 0 0 3 STAT 201
CEN 330 Computer Networks 3 2 0 4 CSC 21C
CIS 340 Database Systems 3 2 0 4 CSC 22(
CIT 341 IT Project Management 3 0 0 3 CSC 221
cIT 390 | IT Field Training o| o | o | o | Departments
Approval
CSC 410 Operating Systems 3 0 0 3 CSC 21C
Systems Integration anc
CIT 420 Architecture 3 0 0 3 €sSC 221
CIT 450 Human Computer Interaction 3 0 0 3 CSC 301
CIT 453 Multimedia Systems 3 0 0 3 CIT 45(
Computer and Information
CIT 460 Security 3 0 0 3 CSC 22C
CIT | 490 | IT Project (1) 1| o | o | 1 | Deparments
pproval
CIT 491 IT Project (2) 1 4 0 3 CIT 49C
82

Elective Courses of IT Program (12 Credit Hours

Code Name Lec Lab Tut CH Prerequisite
CSC 423 Advanced Software Engineerin 3 0 0 3 CSC 221
Advanced Internet and Web
CIT 430 Technology 3 0 0 3 CIT 23
CIT 431 Website Management and Desic 3 0 0 3 CIT 23(
CEN 432 Advanced Computer Network: 3 0 0 3 CEN 33(
CIT 433 Network Programming 3 0 0 3 CEN 33(
Network Management and
CIT 434 Planning ’ 3 0 0 3 CEN 33C
CIT 435 Network Operating System: 3 0 0 3 CEN 33C
CIT 436 Network Servers 3 0 0 3 CEN 33C
CIT 437 Multimedia Networking 3 0 0 3 | CEN [ 33C
CIS 440 | Advanced Database Syster 3 0 0 3 CIS 34(
CIT 461 | Advanced Information Security 3 0 0 3 CIT 46(
CIT 462 Computer Forensics and Crime 3 0 0 3 CIT 46(
CIT 463 Network Security 3 0 0 3 | CIT 46(
CIT 464 Database Security 3 0 0 3 CIT 46(
cIT 495 Special Topics in Information 3 0 0 3 Department's
Technology Approval
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Courses Dstribution based on Program Levels

Preparatory Year
Semester 1
Code Name Lec Lab Tut CH Pre
Communication
COMMO001 Skills 2 0 0 2 N/A
Computer
CSCO001 | Skills & 4 0 0 3 N/A
Applications
MATH100 | Mathematics 3 0 3 N/A
(1) 0
English
ELS001 | Langauge Skills 15 0 5 N/A
(1)
PHYS101 | General Physics 3 0 3 N/A
Semester 2
Code Name Lec Lab Tut CH Pre
Learning,
LTS001 | Thinking & 4 0 0 3 N/A
Research Skills
MATH101 ('\g“thema“cs 3 0 0 3 MATH100
o101 | Seneral 3 0 0 3 N/A
Biology
cHEM101 | G€nera 3 0 0 3 N/A
Chemistry
English
ELS002 Language Skills 15 0 0 5 ELS001
(2
Second Year
Semester 3
Code Name Lec Lab Tut CH Pre
Islamic
ISLS101 Culture (1) 2 0 0 2 N/A
Computer
CSC101 | Programming 3 2 0 4 CSC00?
€8]
Arabic
ARB101 | Language 2 0 0 2 N/A
Skills
Fundamental
MATH200 | of Integral 4 0 0 4 MATH101
Calculus
English for
ELS210 | Computer 3 0 0 3 ELS00z
Students
MATH251 | Discrete 3 0 2 3 MATH101
Structures
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Semester 4
Code Name Lec Lab Tut CH Pre
Computer
CSC102 | Programming 3 2 0 4 CSC10?
(2
csciog | Computer 1 0 0 1 CSC00!
Ethics
STAT201 | General 4 0 2 4 MATH100
Statistics
Arabic
ARB201 Writing Skills 2 0 0 2 ARB101
Islamic
ISLS201 Culture (2) 2 0 0 2 ISLS101
Computer
Organization
CSC210 | and Assembly 3 2 0 4 CSC101
Language
Programming
General
PHYS 281 Physics Lab. 0 2 0 1 PHYS 101
Third Year
Semester 5
Code Name Lec Lab Tut CH Pre
Fundamentals
CIT200 of . 3 0 0 3 CSCO001
Information
Technology
cscaoy | Visual 2 2 0 3 CSC10:
Programming
Data
CSC220 :;%’Ct“res 3 0 2 3 cscio:
Algorithms
Internet and
CIT230 | Web 2 2 0 3 CSC10:
Technology
ELs301 | lechnical 3 0 0 3 ELS21C
Writing
STAT311 | Probability 3 0 0 3 STAT201
Theory
Semester 6
Code Name Lec Lab Tut CH Pre
csczz1 | Software 3 0 2 3 csc22
Engineering
CIT200
CIT240 E-Commerce 3 0 0 3 CIT230
CEN330 | Computer 3 2 0 4 CSC21(
Networks
cis3ap | Database 3 2 0 4 CSsCc22(
Systems
CIT450 Human 3 0 CSC301
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Computer
Interaction

CIT390 IT Elgld 0 0 0 0 Department's
Training Approval

Fourth Years
Semester 7
Code Name Lec Lab Tut CH Pre

Islamic

ISLS301 Culture (3) 2 0 0 2 ISLS201

cscaio | Operating 3 0 0 3 CSC24(
Systems

ciT3a1 | T Project 3 0 0 3 CSC22!
Management
Systems

CiTazo | megration 3 0 0 3 csc22!
Architecture
Computer
and

CIT460 . 3 0 0 3 Csc22(
Information
Security

CIT490 IT Project 1 0 0 1 Department's
(1) Approval
Elective

CXXXXX Course (1) 3 0 0 3 CXXXXX

Semester 8
Code Name Lec Lab Tut CH Pre

Islamic

ISLS401 Culture (4) 2 0 0 2 ISLS301

CiTas3 | Mulimedia 3 0 0 3 CIT450
Systems
Elective

CXXXXX Course (2) 3 0 0 3 CXXXXX
Elective

CXXXXX Course (3) 3 0 0 3 CXXXXX
Elective

CXXXXX Course (4) 3 0 0 3 CXXXXX

CIT491 '(;)Proje“ 1 4 0 3 CIT490

'Y
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Course Descriptiorfor Bachelor of IT

Computer Skills and Applications: CSC-001 This course is an introduction
computer skills and applications. The course wiNe basic concepts of compute
and application programs. Topics covered includeoduction: computer hardwar
software and information technology, windows, waeglcel, power point, access &
the internet.

Computer Programming (1): CSC-101.The course imbduces the students to f
concepts of problem and the basic principles ofmming. Then students proce:
with applications of that knowledge to develop aipons and write computer C
code. Fundamentals of data storing and manipulati@nexplaind. Students gai
handen experience in the use of structured programnoads including compilers
linkers, and debuggers.

Computer Programming (2): CSC-102:This course provides an introduction
objectoriented programming. Topics include classes anjects: a deeper lool
inheritance, polymorphism, interfaces & operatoeryading, exception handlin
graphical user interface concepts, strings, files stream:

Computer Ethics: CSC-109: Computer technology is remarkably affecting ev
human beingon the earth in a multitude of ways. Traditionahieal issues like
security, privacy, integrity, responsibility, anangy, property rights, and relate
social concerns are also greatly affected by oghlii technological environmen
This course anakes the impacts of computer technology on tradiicethical anc
social issues. It explores the consequences divela new computer technologie
such as virtual reality, artificial intelligencejycthe Interne

V¢
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Fundamental of Information Technology. CIT-200: This course provide
knowledgeabout computer structicategories, computer applicatiormsic concept
of computing,components of the Syst, operating system, programing langua
databases, networks configuratidmternet, andnformation system development.

Computer Organization and Assembly Language: CS-210:The course provides
comprehensive and up-ttate coverage of computer organization and Asse
language programming. Students are introducedtto régresentation, nroprocesso
functionality, memory organization, external sta@agbus architecture, ai
input/output devices. Furthermore, the studentsileature of assembly language
how to write an assembly program. They will devedogimple application in assely
on different computational platforn

Data Structures and Algorithms: CSC-220: The course introduces the mi
characteristics of different Abstract data typesTABs: Linked Lists, stack, quet
binary trees, and graphs. Determination ol- and post-onditions for operations c
an ADT. Study the complexity analysis using Gen&ig Oh. The course introduc
different elementary and advanced sorting algorithrithe different searchir
algorithms are presented as well as the recurdyerithms. Buildng dictionaries
using different hash tables with different hasHumgctions, with the study the differe
techniques to resolving the collisions.The treés,operations, and applications
introduced. The presentation of the graphs, gralglrithms & : graph travers:
algorithms as DFS, BFS, the shortest paths usingstta’s algorithm, minima
spanning tree.

Software Engineering: CSC221: The course gives an introduction to the princi
and technigues used in software engineering. Tha&secpresents the Softwa
Processes, Project Management, Software Requirenagrtt specifications, Syste
Models, Formal Specifications, Application Architeée, Object Oriented Desig
User Interface Design, software testing and vabaatWorking in teamswhere
students organize, manage and develop a softwgneesming projec

Internet and Web Technology: CIT -230: This course is an introduction to varic
internet and web technologies. Topics include mgemnd web basics, World Wi
Web, HTML, XHTML, cascading style sheets, web page design and jepa

Electronic Commerce: CIT-240This course provides knowledge and understan
of main technologies behind electronic systeinteractionsbetweethese electroni
systems, understanding design of ecommerce and web based applications,
understanding of technical infrastructure -commerce sites.

Vo



Visual Programming: CSC-301 This course is a study of graphical-usgerface
(GUI) and componenitased programming. The course covers visual amming
skills needed for modern software development. @opvill include event handlin
and event procedures, problem solving, businesdicapipns, game application
database interface, and software de

Computer Networks: CEN-330This is a fundamntal course designed to introdu
current networking technologies, models and corcaptnetwork communication
The course focuses on network terminology, proceind local area networ
(LANSs), wide-area networks (WANSs), and Open System Intercoron (OSI) model
and Ethernet standards. Up to date technologiesLAB&ble modems technologies |
surveyed and its features explained including swes¢ hubs, routers and netw:

cabling is introduced with Internet Protocol (IPddeessing, and OSlayers anc
network standards.

Database Systems: CIS-340:This course covers fundamentals of datal
architecture and systems. Topics include databasels database users, datak
system concepts and architecture, relational dasdeim the relational algebra a
relational calculus, data modeling using thtity-relationship model, structured que
language, functional dependency and normaliz:

Operating System: CSC-410This introductory course in operating systems ptes
a description of the concepts that underlie modgerating systems. The fundental
concepts covered in this course are based on ttwes®l in existing commerci:
operating systems in particular UNIX/Linux, and kisoft Windows

Human Computer Interaction: CIT450: This course provides an introduction to
overview of the field of humanemputer interaction (HCI). HCI is an interdiscrary
field that integrates theories and methodologiesnfrcomputer science, cogniti
psychology, design, and many other areas. Couestings will span current theo
and practice in interface sgpification, design and evaluation. Students witirkvon
both individual and team projects to design, immamand evaluate compu
interfaces.

Computer and Information Security: CIT -460: This course is intended to tec
introduction to computer and information securdgpects of security, topics inclu
cryptography, program security, operating systeocusty, Database security, Netwc
security, Web security, Management of sect

1
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Multimedia Systems: CIT-453: This course is an introduction to the study

creation of multimedia (text, audio, images andpbres, and video) using vario
software programs. Students will learn both thethets and technical aspects
multimedia e@sign and production. Students will be introduce@rimation and We
authoring and the business technology related ttimmdia, working in teams t
produce a full working multimedia systems. Studevitsuse software programs su
as Macromedia Dreanmeaver, Flash, and Adobe Photoshop. Topics inclugatg
Multimedia, Text, Sound, Images, Moving Multimedi@&nimation,Video, anc
multimedia's hardware. Students are also introd@eetbmpression concepts and
relevance to multimedia.

Information Technology Project Management: CIT 34: This course is a
introduction to the study of Information Technologioject management. The cou
provides knowledge about time, cost, quality, comivation, human resource
support, risk, and finalizing project inagement. In addition, the course expl:
thecontext of It project management with lorganizationand how to control th
information flow with different stakehold:

System Integration and Architecture: CIT 420: This course igprovides knowledg
of systems' integration in terms of prerequisiterapions, understandirfront need tc
factor in the integration, test, verification amalidation of a system in determining t
system requirementsole of backend databasiUnderstad the criticality of defining
documenting and managing interfaces during  systemeveldpmer,
understandingsystemrchitecture, select suitablystem architecture, understafailt
diagnosis techniqueand applying suitable API technique

Informatio n Technology Project (1): CIT 490:The graduation project challenc
students to go beyond the learning that occurshasreésult of their prescribe
educational program by developing projects that alestrate their intellectue
technical and creativabilities. Students shall complete their projeictsareas o
concentrated study under the direction and supervisf faculty members. Tt
projects will demonstrate the students' abilityafuply, analyze, synthesize, evalu
information, and communita significant knowledge and comprehension. Pels
growth and satisfaction are associated with theluggon projects. Students w
derive sense of accomplishment through the congolethd “ownership” of bodies
works that are reflections of themterests and abilities. Opportunities to expand -
personal knowledge and explore careers and apaiyitey to real life situations wi
serve to benefit the students' growth and promfatiehg learning

Information Technology Project (2): CIT 491.The graduation project challeng
students to go beyond the learning that occurshasrésult of their prescribe

ARY%
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educational program by developing projects that alestrate their intellectue
technical and creative abilities. Students shalhglete thei projects in areas
concentrated study under the direction and supervisf faculty members. Tr
projects will demonstrate the students' abilityafply, analyze, synthesize, evalu
information, and communicate significant knowledmgd comprehensn. Persone
growth and satisfaction are associated with thelgfion projects. Students w
derive sense of accomplishment through the congolethd “ownership” of bodies
works that are reflections of their interests abditees. Opportunities texpand thei
personal knowledge, explore careers, and applyilegrto real life situations wi
serve to benefit the students' growth and promfati®hg learninc

Field Training: CIT-390: The course lasts 8 weeks to cover the trainergpp of the
third year during which students will undergo a picadt training at an approv
private, government or sergévernment agenc

Advanced Database Systems: C-440: This course provides a comprehens
overview of the internal mechanisms of DatatManagement Systems (DBMS) a
other systems that manage large data collectioms.riain topics include: Databe
Security and Authorization, Concepts for Objectdbaises, Enhanced Data Models
Advanced Applications, Distributed Databases andnt- Server Architectures, xn
and Internet Databases, Data Mining Concepts, DEaehousing and OLAF
Emerging Database Technologies and Applicat

Advanced Computer Networks: CEM432: This course provides a comprehens
overview of principles of advandecomputer networks, IP addressing, forwarding,
routing, BGP and adaptive routing, M-Protocol Label Switching (MPLS
Transport protocols and congestion control, VirtBaivate Networks (L2, L3, ar
Hybrid), Metro Networks, Optical Networks, GMP (Generalized MPLS), and Oth
Hot Topics (Time permitting).

Advanced Software Engineering: CS+-423The course will build on the knowled
and experience the student has acquired in CSCS#tware Engineering I. It wi
further assist in understanding the principles emohplexities regarding the softwe
engineering life cycle of large software picts, and to experience and develop s/
for working in a large group on a small to mediucale software project. Specil
topics covered will include verification/validatiosoftware quality, documentatic
and maintenance.

Advanced Internet and Web Technology:CIT-430.This course highlights the co
separation and modularity features that ASP.NE®wallthe student to create so
easilymaintainable Web sites. In addition, ASP.NET's néteb Controls will be
covered, including list, and grid contr along with postback and session features
maintain state and advanced repeater. Databasessacwith ADO.NET i
demonstrated, as disconnected data is read antiedpda objects such as datasets
data views. As well giving students practical erience in creating common Interr
applications since the underlying data format madaly ASP.NET is XML, thi

YA
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course includes coverage of how to work with armhdform XML data using ne
objects, the document object model, or X

Database Security: CIT-464This subject focuses on security issues relatedata
and databases. In particular, the subject reviesastipal security mechanisms &
solutions, such as identity and access manageragngfant/revoke model; secur
by views; query modificatin; auditing in databases; m-level database security
cryptography (ex: watermarking and fingerprintiregabases), secure communicati
and secure web applications (ex: XML database ggr@ncrypted databases; S(
injection attack; anomaly detémb in databases). It is also focusing on vulnditas
and attacks that exist within various databaserenments or that have been uset
attack databases.

Network Security: CIT-463:Principles of network security and management. ié¥e
of network vdnerabilities, security at the link, network andrtsport layers; di-up
security (PAP, CHAP, Radius, Diameter), Keys duttion, IPSEC, SSL, SSH, a
VPNS. Email security (PGP, S/MIME); Kerberos; X.509 certificates; SNMP security;
firewalls; filters and gateways; policies and implementation of firdyalicies.

Network Programming: CIT-433: The course build skills in writing networkir
programs (socket programming) to design new ndétwervices, components, clier
applications, server programs, er-tofpeer services, and network maintenal
Understanding main principles of Internet like: sekdes, routers, levels of netw
and transport layers protocols, How TCP protocotksoport numbers, active al
passive opening, establishing connecti

Website Management and Design:CI-431:The course introduces principles ¢
approaches used to plan, design, create, managyenaiance Web sites. Topics co
Web Sites Architecture, Web page elements: texgges, tables, forms, frame
hyperlinks andso on. Web page authoring tools, using multime@ascading Styl
Sheets, Scripting languages, and managing weba@itent

Network Management and Planning: CIT-434:Provide analytical and practic
capabilities to design, deploy, and manage compmaworks. Topics include: bas
foundations of network management, the Simple Nekwéanagement Protocol in i
different versions (SNMPv1, SNMPv2, and SNMPv3)nfeée network Monitoring
Management Information Base (RMON1 MIB, RMON2 MiBnd SMON MIB).
Telemmmunications Management Network (TMN), managenteoks and statistic
measurement, management applications includingfigtomation, performance, eve
correlation, security, reports and service le

Network Operating Systems: CI1-435:This course is @ intensive introduction t
multiuser, multitasking network operating systen@haracteristics of the Linu
Windows 2000, NT, and XP network operating systentisoe discussed. Studer
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will explore a variety of topics including instailan procedure, security issues, bac
up procedures and remote access.

Network Servers: CIT-436:This course will explain to students important
about server hardware technologies, including llagtan, configuring, and upgradir
server hardware; preventive mienance, troubleshooting, and disasemovery
techniques for servers. It helps individuals certifeir advanced technical knowlec
of planning, installing, configuring, and maintaigiserver:

Multimedia Networking: CIT- 437:This course introduces cemt techniques i
multimedia communications.ltwill introduce the mairssues in multimedi
communications and networking and it will introdudaltimedia compression, imag
audio, video; Standards for multimedia communicetjoand broadband ATI
networks;and Packet video in the Network environm

Advanced Information Security: CIT-461: This course discusses the advan
cryptography and cryptanalysis. Advance encryption: block and productheip,
public key ciphers, crypto analisysethods, Key distribution, Data integrity, Methc
of authentication, Digital signature.

Computer Forensics and Cyber Crime:CIT-462: This course focuses on acc
control, forensic science principles, recoverygmeuter forensics, cyber crime, digi
evidence, digital forensics, evidence analysis,gdmprint recognition, forens
analysis, fraud detection, identification, informoatretrieval

Special Topics in Information Technology: CI1-495:The course contents will t
periodically reviewed by thenstructors and the Undergraduate Committee to die
new structural materials and tamsethods, as and when necessBy the instructol
and students with: Internet Searching, C workshops, Projects development :
Technical reports and papers pregir.

Achievemens

* Information Technologyprogram in the department obtained internatis
academic accreditation from the Academic AccreditatCommission fo
Engineering and Technical Sciences (ABI

* Launching new program in department:Mastelnformation Security

* The department organized in collaboration withablege units in the collec
a number of scientific workshoj

« The Department organized a number of short trainmgses to enhan:
students’ practical skills.

* The department orgarad IT day for its graduated stude
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» Leadership and excellence in the field of informatiechnology at the regior

and international levels.
« Continue to create and publish innovative scientifisearc.
» Obtaining national anchternational academic accredital.

« Continue in community servi.

Department Members

Name Gender| Nationality | Academic | Specialization Email
Degree
Zaid Bassfar| Male Saudi PhD E-learning zbassfar@ut.edu.
Bandar Male Saudi PhD Information b-alotaibi@ut.edu.sa
Alotaibi Security
Wahid Rajeh| Male Saudi PhD Information wahid.ra@ut.edu.sa
Security
Amer Male Saudi PhD Information aaljaedi@ut.edu.s
Aljaedi Security
Abdelrahman Male Sudanes PhD Software a.elfaki@ut.edu.s
Osman Engineering
Elfaki
Mohammed | Male Saudi PhD Information alataw@ut.edu.s
Alatawi System
Mohamad Male Sudanes PhD Natural mmustafa@ut.edu.
Mustafa Language
Processing
Rehab Mussa Female| Sudanes PhD Software r.mussa@ut.edu.
Engineering
Amani Female| Jordania Master IT aegteeshat@ut.edu
Eqteeshat
Huda Ali Female Saudi Master IT haladheedi@ut.edu.sa
Alatawi
Maram Female Saudi Master IT mm-
Albalawi albalawi@ut.edu.sa
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